DU AN “PHAT TRIEN HE THONG WEBSCAN”

La hé thdng chuyén vé giai phap bao mat (security) voi cac tinh ning ra soat cac 15 hong cua

website, phan tich cau hinh may chu SSL va certificate, quét virus truc tuyén.
Cic tinh ning cu thé caa dw an:

1. Tinh niing ra soat I8 héng website: cai dat 1én mot server nham gitp ngudi ding kiém tra
tinh bao mat cuia cac website, cung cap mot cong cu kiém tra tinh bao mat cac website cho
cong dong. Moi yéu cau cia nguoi dung déu dugc thong qua web dé giri yéu cau dén hé
théng thuc hién chirc nang quét, phat hién va danh gia 16 hong bao mat, c6 nghia 13 hé thdng
s& duoc nhiing 1én web nhu mét nén tang Cloud Computing cung cap dich vu cho ngudi
ding va hoat dong theo mé h.nh Saa$S (Software as a Service). Dé tién hanh kiém tra 16 hong
website, ngudi sir dung khdng can phai cai dat bat ky phan mém nao trén may tinh cia
minh. Ho chi can truy cap vao trang web dich vu dé thuc hién quét. Hé thdng WebScan sé&
tuong tac voi website ciia nguoi dung dé quét va thdng bao lai két qua quét téi ho. Vai
nhitng 16 hong duoc thdng bao boi WebScan, nguoi dung s& duoc chi din khic phuc mot

cach cu thé.

2. Tinh ning phan tich ciAu hinh may cha SSL va certificate: duoc 1ap trinh va phat trién
dich vu phan tich cdu hinh cia may chi Web sir dung giao thic SSL/TLS khi d4 publish trén
Internet. Dich vu ndy s& phan tich va dua ra ban report vé thong tin may chi SSL, CA cua to
chuc, Issuer, chit ki s6 co dang tin cay hay khong, do dai cua cac key dung dé ma hoa/giai
m4, cac phién ban protocol SSL/TLS,...dé ngudi dung quyét dinh trude khi thuc hién giao
dich thanh toan tir website d6. Diém dic biét cua hé thong nay 1a kha ning nhan dang tan
cong BEAST attack va CRIME attack von 1a 2 ki thuat tin céng phé bién.

3. Tinh ning quét virus truc tuyén: phat hién dau hiéu bj virus tir tap tin nguoi dung tai 1én,
tuong tu gia phap Virus Total va Bkav Safezone. Sau khi ngudi dung tai tap tin 1én may chu,
hé thong s& thuc hién cac quy trinh kiém tra tap tin dé dua ra ban report cho ngudi ding.
Diém dic biét ciia hé théng nay 1a tinh niang quét sdu vao cac tap tin nén (rar, zip, tar,...) va

tinh ning quét tap tin ngay tir duong link tai vé.



